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Abstract
Voting in the United States is a constitutional right, allowing citizens to voice concerns involving policies and laws. It is an 
essential civil liberty, in which the modification of voter laws can affect over 206 million eligible voters. Since 2008, more than 
half of the States in the U.S.A. have or are in the process of implementing voter ID laws. These laws have introduced many 
problems associated with identification credentials, including non-photo voter IDs and photo IDs that are required to vote. If all 
these new laws are passed, it is predicted that millions of Americans will be disenfranchised, making it more difficult for eligible 
voters to cast ballots. This paper introduces an identity verification method called video verification (vSquared). vSquared is a 
tool that uses a video of a person stating their name and address to verify identify claims. In this experiment, the identity
verification methods included the use of a person presenting a voter ID card (without photo), a photo ID card, and using 
vSquared. Each of these three methods had a real condition where the person and matching ID were all legitimate and also a 
fraudulent condition where impersonation was involved. Each participant had to verify the identity of three different individuals, 
where some of the individuals represented real conditions while others were impersonating someone else. Participants in the 
study played the role analogous to a poll worker and had to say if they thought the condition was real or fraudulent. This is 
similar to the scenario where a poll worker would have to verify an individual’s identity prior to voting in an election. The
experiment aimed to identify the major differences in recognition rates, if any, for the current verification methods (voter ID and 
photo ID) against each other and also vSquared. Based on this research, vSquared detected fraud at least 70% more accurately 
than a non-photo voter ID or photo ID. Although, both the photo ID and vSquared identifying methods were proficient when 
identifying conditions that were considered to be legitimate IDs, 72% of participants preferred vSquared as a more accurate 
method for identity verification.
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1. Introduction
Voter identification cards do not always include a photo or other identifiers associated with the voter, such as 
gender or height [1]. Without these indisputable visual identifiers such as photographs, poll workers may face an 
increasing risk of overlooking voting fraud and clerical errors. According to the report made in 2012 by a 
nonpartisan organization that conducts analyses and research, the Pew Research Center, 1.8 million deceased people 
are registered to vote while 24 million registrations are either invalid or inaccurate in the United States [2]. The 
problems arise when the ineligible or deceased allegedly cast a vote. According to Poughkeepsie Journal’s 
computer-assisted analysis, the state of New York had as many as 2,600 of the 77,000 registered deceased voters 
casting votes [3]. Most of these instances are described as clerical errors made by the poll worker or voter [4]. This 
number will escalate drastically if relatives or close friends of the deceased are motivated to commit fraud. Further 
problems arise when information on non-photo voter identification cards are absent. Without this information 
readily available on the cards, IDs can be easily used by someone other than the true cardholder. Also, if no photo is 
present, individuals with gender-neutral names, such as Taylor, Shelby or Christian, can make it more difficult to 
identify an individual. Additionally, as with voter IDs, photo IDs can also be duplicated and manipulated as one’s 
own. 
Though photo IDs include more identifying factors than voter IDs, many difficulties are associated with photo ID 
cards. Numerous cities across the nation bear witness to the increasing attempts of fake identification card purchases 
and usage, which is very prevalent among the local bars or nightclubs near a college or university campus. These 
high quality fake IDs arriving from China, are commonly used in illegal activities. In 2011, US Customs and Border 
Protection at O'Hare airport in Chicago seized over 1,700 counterfeit drivers’ licenses hidden in shoe soles, jewelry 
boxes, and other items [5]. 
To handle issues associated with non-photo voter IDs, many states plan to implement new voter IDs that include 
a photo. From 2011 up until now, up to 25 new laws and two executive actions relating to voter ID has been passed 
in at least 19 states [6]. However, implementing new IDs are costly for voters. Presently, studies show that as many 
as 11 percent of eligible voters, or 23 million citizens, do not have government-issued photo IDs. For voters, the fees 
and the hassle associated with collecting documents such as birth certificates, passports, naturalization certificate or 
certificate of citizenship, and a marriage license may be very difficult for the 11 percent [6]. In addition to the fees 
individuals discover while obtaining documentation to vote, expenses also fall in the hands of the states to 
implement the new laws. In North Carolina, the legislative staff prepared an analysis, concluding that the cost of 
implementing the new voter ID laws within their state would cost as much as $3.6 million [7].
Although 11% of the US population is without a photo ID, some business ventures, such as banking, require the 
use of them. When a bank teller is presented an ID, the teller verifies the driver’s license or government-issued card 
by its appearance. Due to the high quality of counterfeit IDs, bankers may have a hard time accurately identifying 
individuals if they are given a fake ID [8]. Since IDs vary from state to state, many fraudulent customers may avoid 
apprehension due to banker’s unfamiliarity with the exact appearance of each state’s ID. If their method of 
customer verification involved scanning the card, detecting a false ID is not guaranteed since some fake IDs that 
exist can pass an electronic scan test [9, 10]. It is also possible for a person to steal an ID card of an individual and 
impersonate them, minimizing their risk of being exposed by the scan test method. 
1.1. Background and related work for identity fraud cases
There have been numerous cases of identity fraud in voting and banking. In 2004, a New Hampshire 17-year-old, 
Mark Lacasse, was given community service after using his father’s name to vote [11]. Another case regarding fraud 
in voting involved a woman, Hazel James, who was arrested after she arranged for her son to vote in place of his 
father. This crime was discovered after his father arrived later that day to vote [12]. Identity fraud cases are very 
prevalent in the banking business. In Washington D.C. a man was sentenced to prison for bank fraud and aggravated 
identity theft. He stole checks from mail receptacles using fake IDs in the name of the victims. The first check was 
cashed by a bank teller but left the teller suspicious though the issuing business confirmed the check being 
legitimate. The man came back to the same bank and teller with a second victims check to cash with a different ID 
of his picture and the name of the victim as with the first. The teller called the police when the man fled. He was 
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later caught and admitted that he has pulled this scheme for 4 years costing the banks $19,288.50 [13]. Even if there 
are types of cards that are hard to forge, workers at the Department of Motor Vehicles have been paid up to $10,000 
for creating authentic state IDs. New York authorities charged an identity theft ring, consisting of 22 people of 
selling drivers’ licenses and other identification documents illegally [14]. The aforementioned cases show some of 
the numerous issues that exist, which video verification was designed to address.     
2. Our solution
2.1. vSquared System description 
The research team developed a low complexity video summarization technology for the use of verifying a 
person’s identity. A video consists of a recording of an individual reciting his or her name and address. Videos are 
approximately seven seconds, and are presented in an 1175x665 frame size on an HTML5 webpage. A video is 
accompanied by four control buttons: Play/Pause, Restart, Volume up and Volume down. Printed above the video 
frame is the name and address of the individual to be verified (Figure 1). 
2.2. Technique 
The system works based on an initial video recording of an individual stating their name and address. Each video 
was stored locally on a tablet Personal Computer (PC) and had its own HTML5 page that was linked to an index 
webpage or the “homepage”. On the index page, was a printed list of names in alphabetical order; each name was 
accompanied with the corresponding address for that individual. These names represented all the individuals who 
are registered voters with videos in the vSquared system. An operator navigates through the index page and selects 
the desired name of the individual to be verified. The page is then redirected to the webpage containing the video of 
that individual. The operator then asks the person to be identified to state their full name and address. Afterwards, 
the operator plays and watches the video to verify the individual. The video may be played, paused or replayed as 
much as needed. Once the operator has accepted the individual’s identity claim, that individual moves on to the next 
step in the process. 
Fig. 1. Screenshot of vSquared system.
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3. User study
3.1. Participants and procedures
A total of 68 participants were recruited for this study. The majority of participants were recruited through 
advertising by means of flyers or an email script, while others were recruited verbally. All participants were required 
to be legal voting age adults or at least 18 years of age. The age range for the participants was from 18 to 85. These 
included undergraduate and graduate students, government workers, private sector employees, and retired 
individuals. 
3.2. Experimental design
Three different identity verification methods were used in this experiment, two of which involved the use of 
identification cards. The first type of identification card included a name, address, sex, date of birth (DOB), and 
other details but had no picture, similar to an ID card that is issued to a registered voter in some states in the U.S.A. 
The second type of identification card included all of the same information as the first type of identification card 
along with a picture. This method of identification is similar to most U.S. state issued driver’s license or ID card. 
The third method of verification was using the vSquared system. These three methods each had two variations, real 
or fraud, which summed to a total of six conditions. Where a real case is a legitimate case in which the voter 
presents an accurate representation of them and a fraud case involves impersonation. The experiment required the 
participation of 20 members of a research team, which were the members whose photos and names were used on the 
identification cards and videos that were recorded for use on vSquared. These individuals from the research team 
acted as the individuals to be verified in all experiments. There was a diverse group of individuals including 
Caucasian, Black or African American, Hispanic and Native American. The experiment was designed in such a 
manner that the study participant would act as an operator who verified a person’s identity claim, similar to how a 
poll worker would at a federal polling location within the U.S.A. Upon arrival, participants were given a pre-survey 
and were introduced to the vSquared system. Participants were given anywhere from three to five minutes to 
become acclimated with the system before the actual experiment began. When using vSquared, participants used a 
touch screen tablet PC to select an individual’s name and watch the corresponding video for that individual. For the 
other two conditions, participants matched the information on the identification card with information in an address 
book provided by a member of the research team. Below are pictures of non-photo voter ID, photo ID (Figures 2 (a) 
and (b)), and vSquared (see Figure 1) conditions, as well as the details and examples of each condition. These 
conditions include a broad range of legitimate and fraud cases regarding identity verification today. 
Fig. 2. (a) Non-photo voter ID; (b) Photo ID.
a
b
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x Condition 1: (Legitimate) Non-photo voter ID of research team member A with genuine information of research
team member A on the ID (e.g. Andrea Johnson acting as herself, Andrea Johnson, and the identification card 
would show Andrea Johnson’s genuine name and address, see Figure 2 (a).).
x Condition 2:  (Fraud) Non-photo identification card of research team member A with genuine information of 
research team member A, but presented by research team member B (e.g. Tania Roy acting as another person, 
Andrea Johnson, and the identification card would show Andrea Johnson’s genuine name and address, see Figure 
2 (a).).
x Condition 3: (Legitimate) Photo identification card of research team member A with genuine information of 
research team member A on the ID (e.g. Andrea Johnson acting as herself and the photo identification card would 
show Andrea Johnson’s picture and genuine name and address, see Figure 2(b)).
x Condition 4: (Fraud) Photo identification card of research team member A with genuine information of research 
team member A, but with a photo of research team member B and presented by team member B (e.g. Andrea 
Johnson acting as another person, Tania Roy, and the photo identification card would show Tania Roy’s genuine 
name and address, but Andrea Johnson’s photo).
x Condition 5: (Legitimate) vSquared video verification, which is a recording of research team member A stating 
their genuine name and address, where research team member A is the person assigned to that experiment (e.g. 
Traci Washington entering the experiment room stating her name and address, which would then be checked 
against the corresponding video of Traci Washington with her corresponding name and address, see Figure 1 for 
a snapshot of the system).
x Condition 6: (Fraud) vSquared video verification, which is a recording of research team member A stating their 
genuine name and address, where research team member B is the person assigned to that experiment (e.g. Andrea 
Johnson entering the experiment room stating Traci Washington’s name and address, which would then be 
checked against the corresponding video of Traci Washington, see Figure 1 for a snapshot of the system).
Table 1. Table describing all experiment conditions.
Non-Photo Photo vSquared
Legitimate Condition 1 Condition 3 Condition 5
Fraud Condition 2 Condition 4 Condition 6
4. Results of user study 
The main intention of this study was to explore whether using vSquared was a more accurate method to verifying 
the identity of individuals as opposed to a non-photo ID, such as voter ID or photo ID verification. In reference to 
the fraudulent conditions for this study, where person A impersonated person B, vSquared attained a detection rate 
of 78%. Conversely, current methods of verification today, which was the voter ID and photo ID conditions, yielded 
detection rates of 8% and 7% respectively in the study. This broad detection range suggests that fraud could easily 
go unnoticed with current verification methods.   
The results from the legitimate conditions were much more consistent across conditions than the fraudulent cases. 
For example, in both the photo ID and vSquared conditions, there were no false positives, but the voter ID condition 
had 9% of false positives. This suggests that there are potential cases where a voter attempts to vote at the voting 
precinct with a voter ID card and gets rejected due to suspicions of fraud when there is actually no fraud.   
4.1. Post survey data
The post surveys used in this experiment were intended to attain a broad range of information from participants 
as it relates to voter verification and accuracy. Over 72% of participants thought that vSquared was more accurate in 
verifying the identity of individuals as opposed to voter ID or photo ID. The majority of participants or 77% were 
willing to submit a short video to state authorities for voter verification. Participants were also mostly interested in 
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submitting their video for other applications such as banking, which accounted for 67% of the responses. The 
experimenters hypothesized that participants would have a favorable perspective of vSquared. Below you will also 
see some of the responses from participants who made written comments in addition to answering the post survey 
questions. These written comments on the post survey were mostly supportive of vSquared, and there were only two 
out of nine written comments that did not favor vSquared. 
Participants who selected vSquared as more accurate wrote: 
x “includes speech component as well”
x “this is an awesome technology! I can’t believe no one thought about this”
x “Requires voter to verbalize id info”
x “They should have vSquared everywhere - protects everyone”
A participant that selected both photo ID & vSquared said:
x "The only advantage to the video ID is that in addition to a photo, I also can potentially match the sound of their 
voice to the video. However I'm not sure there's a real necessity or advantage to that."
Participants who selected photo ID said:
x "I really like the technology but I was more comfortable with the photo ID."
Additional questions were asked, such as one that aimed at identifying if the participant was a registered voter, 
which accounted for 89% of participants. Another question showed that only one participant had some training on 
how to identify a fake ID. Even though some participants verbally mentioned that they used faked IDs in college or 
asked if fake ID use of college matters, only a mere 10% of participants actually noted on the post survey that they 
used fake ID. There seemed to be some high level of concern with this question, as participants made statements 
such as, “am I going to be arrested?” and often smiled immediately after making the statement.
5. Conclusion
The results of this experiment suggest video verification, or vSquared, may be a more accurate method of identity 
verification than current methods used today. The research team hypothesized better fraudulent detection rates with 
vSquared, 78% accuracy, which was considerably better than voter ID’s 8% and photo ID’s 7%. One of the most 
shocking results was that the detection rate for fraud was extremely low for the photo ID condition. This is alarming 
from a realistic perspective since most voting precincts today use photo ID as a standard method of validation. Other 
valuable findings that this research identified was that vSquared incurred no false positives, while other methods 
(voter ID) had some false positives. During the pilot testing for this study, the team did observe a single instance of 
a false positive with photo ID. After this observation, we hypothesize that women are more likely to be the recipient 
of a false positive experience with photo ID because women change their appearance more often than men, i.e. hair 
color. There was some level of emphasis placed around voting in this study given the recent legislative battles 
within States on voter ID with photos. When compared to photo ID, vSquared has another distinct advantage in that 
the voter or customer does not have to carry any physical cards or devices for identity verification. We predict this 
will significantly reduce costs and make verification more accessible. It is possible that someone could register in 
vSquared as someone else, i.e a dead person; however, the registered person will forever be that impersonated 
person in the system. Furthermore, the video clips in a batch process can be compared to each other to identify 
individuals that are registered more than once. If an individual is found in vSquared listed with two identities, that 
person will be immediately caught because the authorities will literally have a confession of the person 
impersonating someone else. The vSquared approach is designed to work for voting, but also other domains such as 
banking and other businesses requiring identification are other domains that could greatly benefit from vSquared. It 
may be evident that this study is focused on usability and not security. This is not a recommendation for voter id, but 
a study to contrast vSquared, an idea, against existing methods. 
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